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Data has 
been referred 

to as 

the 
new 
oil 

a form 
of 
currency 

the 21st 
century 
version of 
electricity 

Data - the lifeblood of business 



THE DATA LIFECYCLE 

Data Collection 

Data Storage, 
Protection, and 

Security 

Data Use and 
Marketing 

Data Destruction 
Compliance 

Data Breach 
Prevention and 

Readiness 

Data Breach 
Litigation 

 

 

A Holistic Approach to 

How Businesses Protect 

and Use Data/Information  



Security vs. Privacy 

Privacy 

• Collection of personal 
information 

• Using and disclosing 
personal information in 
authorized manner 

• Data quality 

• Access to personal 
information 

Security 

• Confidentiality: data 
being stored is safe 
from unauthorized 
access and use 

• Integrity: data is reliable 
and accurate 

• Availability: data is 
available for use when it 
is needed 

Source: http://www.healthtechsydney.com.au/blog/2016/03/07/privacy-as-a-strategic-advantage-for-healthcare-products-services/ 
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2019 Legislative Action 

• Almost 300 bills or resolutions dealing 

with cybersecurity in 43 states and 

P.R. 

• 31 states enacted cybersecurity 

legislation 

 



Data Centric Security . . . Becomes Law 

In Colorado, HB18-1128 (goes into effect on Sept. 
1, 2018 as C.R.S.A. § 6-1-713) 

• A person/company that “maintains, owns, or licenses” PII, 
must have an appropriate written policy for its destruction 
and disposal;  

• A person/company must implement and maintain appropriate 
security measures and is required to ensure obligations flow 
down to third party providers; 

• Requires data breach notification to be “in the most 
expedient time possible … but not later than 30 days”; 

• The AG must be notified if 500 or more Colorado residents 
need to be notified; and 

With all 50 states having such statutes, at least 30 
changes are expected by end of year. 



Ripped from the Headlines . . .  

• American Data Dissemination Act, 

(1/16/2019) Sen. Marco Rubio 

• Balancing the Rights of Web Surfers 

Equally and Responsibly Act, (4/10/2019) 

Sen. Marshal Blackburn 

• Information Transparency and Personal 

Data Control Act, Rep. Suzan DelBene 

 



EU GENERAL DATA PROTECTION REGULATION (GDPR) 

Effective May 25, 2018 
• Replaces the EU Data Protection 

Directive 95/46/EC 

• Harmonizes data privacy laws across 
Europe 

• Empowers data privacy for anyone 
located in the EU 

• Reshapes how organizations across the 
EU, and internationally, approach data 
privacy 



May 25, 2018 - Impact of the GDPR  

Global Scope 

• Organizations established in the EU; AND 

• if it processes personal data of data 
subjects who are in the Union where the 
processing activities are related "to the 
offering of goods or services" (Art 3(2)(a)) 
(no payment is required) to such data 
subjects in the EU or "the monitoring of 
their behaviour" (Art 3(2)(b)) as far as 
their behavior takes place within the EU. 

Data Breach 
Notification 

• 72 Hours 

Fines and 
Penalties 

• Fines of up to €20 million (roughly £18 
million), or 4% of total global annual 
turnover for the preceding financial year, 
if it proves an organization has failed to 
comply with the GDPR. 



KEY CHANGES FROM THE DIRECTIVE 

Broader Scope 

• Businesses established in the EU 

• Businesses based outside the EU that offer goods and services to, 
or that monitor individuals in the EU 

• Applies to both data controllers and data processors 

Increased Penalties 

• Fines up to 4% of annual global turnover or €20 Million 

Breach Notification 

Data Portability; Right to be Forgotten 

Consent 

DPO and EU Representative Requirement 



GDPR - How it Works 

Review Data Collection, Processing, and Handling 

Jurisdiction 

• Establishment in the EU 

• Offering goods or services or monitoring the behavior of individuals in the 
EU  

Lawful Basis for Processing  

Processes and Procedures 

Record Keeping 



The Basics: Who?  

Data Controller 

“The natural or legal person, public authority, agency or other body which, alone or jointly with 

others, determines the purposes and means of the processing of personal data; where the 

purposes and means of such processing are determined by Union or member state law, the 

controller or the specific criteria for its nomination may be provided for by Union or member state 

law.” 

 

Controller determines the how and the why of processing. 

 
Data Processor 

“A natural or legal person, public authority, agency or other body which processes personal data 

on behalf of the controller.” 

 

Processor acts on the instructions of the controller.  Vendors are usually processors, but not 

always.  

 

Data Subjects 

Relating to an identified or identifiable natural person. 



The Basics: What?  

Definition of Personal Data 

Any information: 

(a) Relating to an identified or identifiable natural person;  

(b) An identifiable natural person is one who can be identified, 

directly or indirectly, in particular by reference to an identifier such 

as a name, an identification number, location data, an online 

identifier or to one or more factors specific to the physical, 

physiological, genetic, mental, economic, cultural or social identity 

of that natural person. 

 

Includes IP address, business contact information. 

 



Special Category Data 

Processing of Special Category Data is 
prohibited except in certain circumstances.   

• Racial or ethnic origin 

• Political opinions 

• Religious or philosophical beliefs 

• Trade union membership 

• Genetic data 

• Biometric data for the purpose of 
uniquely identifying a natural person 

• Data concerning health or a natural 
person’s sex life and/or sexual 
orientation 



The Basics: Data Subject Rights 

Right to Be Informed  

Right to Access  

Right to Rectify  

Right to Erasure / to be Forgotten 

Right to Object 

Right to Restrict Processing 

Right to Data Portability  
 



The Basics: Data Transfer/Sharing 

Restrictions on Cross-Board Data Transfers 

Any transfer of personal data which are undergoing processing or 

are intended for processing after transfer to a third country or to an 

international organization shall take place only if the conditions laid 

down in Article 44 – 50 are complied with by the controller and 

processor to ensure that the level of protection of natural persons 

guaranteed by the GDPR. Transfers on the basis of an adequacy 

decision and methods such as BCR, Contract Clauses, etc. or in the 

case of EU-US transfer, the Privacy Shield. 



Lawful Basis for Processing 

Consent  
• Personal Data may be processed on the basis that the 

data subject has consented to the processing. 

Contractual 
Necessity 

• Processing is permitted if it is necessary for the entry into, 
or performance of, a contract with the data subject or in 
order to take steps at his or her request prior to the entry 
into a contract. 

Compliance with 
Legal Obligations 

• Processing is permitted if it is necessary for compliance 
with a legal obligation under EU law or the laws of a 
Member State. 

Vital Interests 
• Processing is permitted if it is necessary in order to protect 

the vital interests of the data subject or of another natural 
person. 

Public Interest 
• Processing is permitted if it is necessary for the 

performance of a task carried out in the public interest or 
in the exercise of official authority vested in the controller. 

Legitimate Interests 

• Processing is permitted if it is necessary for the purposes 
of legitimate interests pursued by the controller (or by a 
third party), except where the controller's interests are 
overridden by the interests, fundamental rights or 
freedoms of the affected data subjects which require 
protection, particularly where the data subject is a child. 



Key Issues / Risk 

Administrative Requirements – Data Controller 

• Data Privacy Impact Assessment (DPIA) 

• Record of Processing Activities 

• Lawful Basis & Consent 

• Security Requirements and Certifications 

• Cooperation with Supervisory Authorities 

• Processor Audits 

Flowdown Requirements – Processors and Sub-Processors 

• Audit Rights 

• Sub-Processor Approval 

• Liability Flow Down 

Next Steps 

• Controller  

• Processor 

Risks to US Companies 

• Low Hanging Fruit 

• Triggers for Supervisory Authority Action 

Final Thoughts 



GDPR Compliance Checklist 

Data 

Inventory data – Record of Processing Activity (ROPA) 

Conduct a privacy impact assessment (PIA) 

• Implement procedures to ensure that only necessary data is collected  

Evaluate data retention procedures 

Rights 

• Review and update privacy notices 

• Establish procedures for addressing the rights of data subjects 

Security 

• Implement technical and organizational measures to ensure adequate data protection 
based on the risk to individuals’ rights and freedoms 

• Employee training 

• DPO 

Records 

• Review data protection policies and procedures  

• Address record-keeping requirements 

• EU representative 

Security 



GDPR Enforcement: Extraterritorial Jurisdiction 

• “The Information Commissioner observed with 
concern the application of techniques hitherto 
reserved for commercial behavioural advertising 
being applied to political campaigning, during recent 
elections and the EU referendum campaign in 2016 
(BREXIT)” 

• “The Controller has processed personal data in a 
way that the data subjects were not aware of, for 
purposes which they would not have expected, and 
without a lawful basis for processing.  Furthermore, 
the processing was incompatible with the purposes 
for which the data was originally collected.” 

UK Information 
Commissioner Office –  
Aggregate IQ Data 
Services LTD 



GDPR Enforcement: Extraterritorial Jurisdiction 

• €50,000,000 fine for “lack of transparency, 
inadequate information and lack of valid 
consent regarding ads personalization.” 

• Google challenged CNIL’s jurisdiction, 
arguing the complaints should be handled by 
the Irish Data Protection Commissioner, and 
lost. 

• The CNIL imposed its fine upon Google LLC 
but addressed its decision to Google France 
SARL in order to enforce its decision. 

French Supervisory 
Authority (“CNIL”) –  
Google 



GDPR Enforcement: U.S. Companies Under Investigation 

In its annual report for 2018, the DPC disclosed 15 
total GDPR investigations into U.S. technology 
companies: 

• 9 into the following Facebook companies: 

• 7 into Facebook Inc. and Facebook Ireland 
Limited 

• 2 into messaging platform WhatsApp 

• 1 into photo-sharing service Instagram 

• 2 into Apple 

• 2 into Twitter 

• 1 into LinkedIn  

 
Irish Data Protection 
Commission (“DPC”) –  
Facebook & Twitter 



????? 

Compare CCPA to GDPR 



California Consumer Privacy Act 

Under the CCPA there are four concepts: “businesses,” “service 
providers,” “third parties” and “consumers” 

• A “service provider” is a processor to a “business” that 
receives the data for “business purposes” under a written 
contract containing certain provisions 

• “Third parties” are entities other than “businesses” or “service 
providers” and are only subject to the CCPA to the extent that 
they receive data from a “business” 

• The CCPA states that personal data “identifies, relates to, 
describes, is capable of being associated with, or could 
reasonably be linked, directly or indirectly, with a particular 
consumer or household” 

 



California Consumer Privacy Act 

The CCPA confers six rights on California residents 

1. The right to access personal data/right to cancel (erase) 

data. 

2. The right to know what information has been collected. 

3. The right to know what information has been shared. 

4. The right for businesses to “sell” personal data/individuals 

the right to opt out. 

5. The right to not be discriminated against for exercising 

rights.  

6. The right to be enforced by the Attorney General’s Office.  

Private right of action for data breaches.   
 



California Consumer Privacy Act 

• All Californians will have the 
right to demand that a covered 
business: 

• provide them with a 
transportable copy of their 
PI,  

• delete their PI,  

• not sell their PI, and  

• provide them with both 
generic and consumer-
specific information about PI 
collection and sharing 

• The CCPA will regulate “businesses” that 

are the controllers of the data and: 

• that have gross revenue in excess of 

$25 million;  

• that annually buy, receive for the 

business’s commercial purposes, sell, 

or share for commercial purposes the 

personal information of 50,000 or more 

consumers, households or devices; or 

• that derive 50 percent or more of their 

annual revenues from the sale of 

consumers’ personal information. 



California Consumer Privacy Act 

Website must include: 

•  Link to opt-out of selling (if business sells 
consumer information) 

•  Privacy notice 

•  Any California-specific privacy notice 

Private Enforcement - Private individuals may 
sue (individually and in class action) for: 

•  Pecuniary damages (i.e. actual losses) 

•  Statutory damages (between $100 and $750 
per “incident” (if greater than actual damages) 

•  Injunctive relief 



California Consumer Privacy Act 

Online privacy notice must: 

•  Inform the customer of their rights 

•  Explain to the customer the methods available to exercise their      
rights  

•  A list of categories of information about its consumer the 
business has sold in the preceding 12 months 

•  A list of categories of information about its consumers the 
business has disclosed for business purposes in the preceding 
12 months 

Statute creates a carve-out for transaction occurring entirely 
outside of California: 

•  “Every aspect” of the transaction must take place “wholly 
outside” of California 

•  Information is collected when the consumer is not in California 

•  No part of the sale of a California resident’s information occurs 
in California 

•  No personal information collected while the consumer was in 
California is sold.  

•  Cannot do an end-run around the statute by storing information 
while in California and later collecting the information after it is 
outside of California 



????? 



Who? Data Subjects 

CCPA:  
A California resident 

as defined under 
California tax law 

GDPR: 
Relating to an 
identified or 

identifiable natural 
person. 



Who? Data Controller 

CCPA: 

For-profit controllers that meet three 
thresholds:  

- Annual gross revenue over $25M. 

- Buys/sells or receives/shares for “commercial 
purposes” the data of 50,000 California 
residents. 

- Derives 50 percent of revenue from “selling” 
personal data of California residents. 

GDPR: 

Determines the purposes and means of the 
processing of personal data; where the 
purposes and means of such processing are 
determined by Union or member state law, the 
controller or the specific criteria for its 
nomination may be provided for by Union or 
member state law. 



Who? Data Processor/Service Provider 

CCPA: 
Service provider 

receives data under 
written contract 

containing certain 
provisions 

GDPR: 

Legal person, public 
authority, or other body 

processes personal data 
on behalf of controller 



What? Definition of Personal Data 

CCPA: 

“identifies, relates to, 
describes, is capable of being 

associated with, or could 
reasonably be linked, directly 

or indirectly, with particular 
consumer or household.” 

GDPR: 

Information relating to an 
identifiable person;  



Personal Information - CCPA 

Personal information means information that identifies, relates to, 
describes, is capable of being associated with, or could reasonably be 
linked, directly or indirectly, with a particular consumer or household, 
and the CCPA describes various types of personal information. 

 

• data relating not only to an individual consumer, but also to 
households 

• online identifiers 

• geolocation data 

• IP addresses 

• Internet browsing or search history, including information regarding a 
consumer’s interaction with an Internet website, application, or 
advertisement 

• commercial information, including a consumer’s records of things 
purchased, considered, or other purchasing or consuming histories 
or tendencies 

• inferences drawn (e.g., predications about consumer or household 
preferences or tendencies) 

• audio, electronic, visual, thermal, olfactory, or similar information 

 



Data Portability 

CCPA: 

Ca. Civ. Code 
Sec. 1798.100 

GDPR: 

Article 20 

https://iapp.org/resources/article/california-consumer-privacy-act-of-2018/1798.100
https://iapp.org/resources/article/the-eu-general-data-protection-regulation/#A20


Penalties for Non-Compliance 

CCPA: 

- Civil penalties up to $7,500 

- Private right of action, statutory 
damages $100-$750/data subject per 
incident 

GDPR: 

- Up to 10 000 000 EUR; up to 2 
percent of worldwide annual turnover 
of preceding financial year 

- Up to 20 000 000 EUR; up to 4 
percent of worldwide annual turnover 
of preceding financial year 



Data Transfer/Sharing 

CCPA: 

- Cross-border data 
transfers not restricted 

- Transfers to “service 
providers” require written 
agreement 

GDPR: 

- Transfer of personal data 
shall take place only if 
conditions in Article 44-50 
are complied with 



Final Public Forum on CCPA 

Need for 
clarity on 
key terms 

and 
processes 

On March 5, 2019, the CA 
Attorney General hosted 
the final public forum 
before drafting the CCPA 
implementing regulations. 

Obligations 
for non-

consumer-
facing 
entities 

Potential 
overlap 
between 

GDPR and 
CCPA 

Implementing regulations 
expected by fall of this 
year, subject to additional 
public comment 



Proposed Bill to Amend the CCPA 

AB - 25 

Excludes 
employment 
information 

from the 
definition of 
consumer 

The Bill has a 
1 year, 

automatic 
sunset 

provision 

Employees 
would still 
receive a 

privacy notice 
and can 

commence a 
private action 



Proposed Bill to Amend the CCPA 

AB - 874 

Excludes 
publicly 

available 
information from 
the definition of 

personal 
information 

Publicly 
available 

information is 
information 

lawfully made 
available from 

federal, state or 
local 

government 

Deidentified or 
aggregated 

information is 
not personal 
information  



Proposed Bill to Amend the CCPA 

AB - 1146 

Vehicle 
Ownership 
Information  

Exemption 
from opt out 
requirement

  

Exemption 
from right to 

request 
deletion 

information 
necessary for 
warranty or 

recall 



Proposed Bill to Amend the CCPA 

AB - 1355 

Relief for 
Business to 

Business 
communications 

Personal 
information is 

information that 
is “reasonably” 

capable of being 
associated with 

a particular 
individual or 
household 

Clarification of 
FCRA Exception  



CCPA Update – Minding the Gaps 

• Review and revise privacy policies and internal 
processes to address broader PI definition and to 
comply with consumer disclosure requirements.  

• Determine whether to apply the broad treatment of PI 
in California across their data subjects in the US (even 
if not required in other states) if it would be too 
cumbersome to isolate PI subject to CCPA from other 
PI those businesses maintain. 

• Evaluate whether the new CCPA requirements make 
raising a claim under their cyber liability insurance 
harder and how to compensate for that possibility. 

• Businesses may need to amend vendor contracts 
to account for an updated definition of PI (as part 
of otherwise addressing whether the vendor contracts 
comply).  

 



CCPA Amendment Process 

• July 9, 2019 – Senate Judiciary Hearing 

on eight amendment bills to the CCPA 

• August 12, 2019 – Legislative session re-

opened 

• September 13, 2019 – Deadline for bills to 

be on the governor’s desk to be signed 



CCPA Amendments That Passed the Judiciary Hearing 

• The following amendment bills passed through the 
Senate Judiciary Committee on July 9: 
– AB 25 – Employee Data 

• Excludes employee data from many CCPA requirements with 
the following limitations: 

– The bill has a one-year, automatic sunset provision (Jan. 1, 2021) 

– Employers must provide employees with privacy notices 

– Employees still have the same right of action for security breaches as 
consumers 

– AB 846 – Loyalty Programs 
• Permits offering different goods/services to customers as part of 

loyalty programs, provided that: 
– The consumer’s participation in the loyalty program is voluntary, and  

• Business may not sell personal information collected through 
loyalty programs 

– AB 874 – Publicly Available Information 
• Excludes “publicly available information” from the definition of 

“personal information,” and clarifies that deidentified or 
aggregate information is “not personal information.” 



CCPA Amendments That Passed the Judiciary Hearing (cont.) 

 
– AB 1146 – Vehicle Information Exemption 

• Exempts vehicle and ownership data for purpose of certain 
types of vehicle repair (warranty or recall) 

– AB 1355 – Technical/Drafting Amendments  
• Makes corrections to the CCPA to confirm: 

– De-identified and aggregate consumer information is not part of the 
definition of personal information 

– Opt in only necessary for under 16 (not inclusive) 

– Companies may provide different services/offerings to consumers 
based on the personal information provided that such differences are 
reasonably related to the value provided to the company by the 
consumer’s data 

» Original draft mistakenly referred to value provided to the 
consumer 

– AB 1564 – Consumer Requests for Disclosure Methods 
• Businesses that operate exclusively online AND maintain a 

direct relationship with California consumers are only required to 
provide an email address for CCPA requests (no toll free phone 
number necessary) 

 

 



Ripped From the Headlines . . .  

 

 

 
 

 



The Numbers: Poneman Institute/CyberGRX 

• Even though 80% of organizations believe 

vetting third parties for cyber-risk is critical, 

approximately six in 10 organizations 

admit they're only somewhat or not at all 

effective in doing so.  

• Third parties spend 15,000 or more hours 

completing assessments every year, and 

enterprises only take action on about 8% 

of those assessments. 



The Numbers: Poneman Institute/OPUS 

• Companies now share confidential 

information with, on average, 583 third 

parties. All of this is adding up to additional 

risk of breaches. Approximately 59% of 

companies say they've experienced a data 

breach caused by one of their vendors or 

third parties in the past year 

• Only 34% of organizations even keep a 

comprehensive inventory of these third 

parties, let alone audit what they're doing.  



How to Minimize Risk with Third Parties 

To help minimize the risk of third-party 

breaches, companies should: 

• Evaluate the supplier’s security posture 

• Remediate any security gaps 

• Be vigilant about how data is shared with 

the supplier 

• Continuously monitor supplier cyber 

posture 

• Minimize risk based on relationship 

 



3 Phases of Risk Management 

Post Signing 
- Oversight 

Contract 
Negotiations 

Pre-
Engagement 

– RFP, 
Diligence, 

Etc. 



“Its always best to start at the beginning . . .” 

Perform an Internal Due 
Diligence – Know 

YOUR Data-What data do you have, 
where do you have it? 

YOUR Network, Systems, Policies 

YOUR People – Who can access it 
and why? 

YOUR current vendors, suppliers 
and service providers 

YOUR locations, facilities, sites 



Vendor Diligence 

How will your data / intellectual 
property be protected? 

Security and data protection policies and 
compliance? 

Timely and repeated employee awareness and 
training? 

Adequate system, physical and network security? 

Business continuity / disaster recovery plan 

Tested breach process? 

Process for complaint handling?   

Audit capabilities? 

Who else are they accountable to (PCI, TRUSTe, 
ISO/IEC, GDPR, Privacy Shield)? 

How long have they been providing 
this solution? 

What does their organization, 
resource level, work flow look like? 

What is the experience level of the 
vendor and vendor personnel? 

What is their reputation in the 
industry? 

What is their response to a 
problem? 



Effort Level = Risk Level 

Diligence effort should be tied to RISK that 
data exposes you to, which includes 

Harm to 
customers, 
employees, 
consumers 

Harm to 
reputation 

Business 
and 

distraction 
value 

Breach 
investigation, 
notification, 
remediation 

Criminal 
and/or civil 

lawsuits 

Regulatory 
action, fines, 

penalties 



Do Your SOCs Match Your Outfit? 

What is the scope of the audit? 

Do they have certification? 

How frequently do they audit? 

How do they verify/audit compliance? 

What security methodology and standards do they follow? 

SOC 1, 2, 3 ISO/IEC 27000/27001 PCI 
NIST Cybersecurity 

Framework 

Compliance and Audits 



THANK YOU! 

QUESTIONS 

RICH SPILDE 

rdspilde@hollandhart.com  

mailto:leharding@hollandhart.com

